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® |ntroduction and Objectives
® Project Progress
® Outcomes and achievements

® Future
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Automated identity management is a necessary condition for implementing
Identity governance and data protection policies in most large
organizations. MidPoint is a leading open source identity management and
governance platform. However, midPoint was originally designed for medium-
Size organizations. Limited scalability capabilities of midPoint posed an
obstacle for large-scale midPoint deployments. MidScale project aimed at
overcoming this obstacle. Re-implementing midPoint data store layers,
significantly improving clustering capabilities, visibility and manageability,
focusing on stability and quality assurance — all of that significantly improved
scalability possibilities of midPoint. An open source identity governance

platform can now be deployed at scales well beyond millions of managed
Identities.
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® |ncrease midPoint scalablility by an order of magnitude
Routinely manage: ~1 million identities

Possible deployments: ~10 million identities

® |dentify scalability and performance obstacles

Performance testing environment

® Overcome scaling obstacles
Data store: data model, indexing, partitioning, etc.
Distributed task management: Clustering / multi-threading

Visibility & manageabillity: UX, GUI performance, diagnostics
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Milestone Goal Planned date  Status

START Project start 15 Oct 2020 DONE
M1 Performance environment 26 Nov 2020 DONE (
M2 Performance evaluation and repository analysis/design 15 Jan 2021 DONE (
M3 Multithreading, Schrodinger and Query language 26 Feb 2021 DONE (
M4 Performance Repo prototype, Ul basic tests, Multinode Tasks 12 Apr 2021 DONE (
(midPoint 4.3)
M5 PostgreSQL, Performance environment (2), UX Analysis & 31 May 2021  DONE (
Design
M6 Repository optimization, performance evaluation 9 Jul 2021 DONE (
M7 Migration Procedure, GUI Improvements, Auto-scaling 31 Aug 2021 DONE (
M8 Project finish 14 Oct 2021 Near finish
(midPoint 4.4) (
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https://docs.evolveum.com/midpoint/projects/midscale/milestones/m1/
https://docs.evolveum.com/midpoint/projects/midscale/milestones/m2/
https://docs.evolveum.com/midpoint/projects/midscale/milestones/m3/
https://docs.evolveum.com/midpoint/projects/midscale/milestones/m4/
https://docs.evolveum.com/midpoint/projects/midscale/milestones/m5/
https://docs.evolveum.com/midpoint/projects/midscale/milestones/m6/
https://docs.evolveum.com/midpoint/projects/midscale/milestones/m7/
https://docs.evolveum.com/midpoint/projects/midscale/milestones/m8/

® Near finish
® On track, progress according to plan

® Small deviations from original plan
Some tasks were done ahead of time

Scope of some tasks was adjusted to account for work done ahead of time

® Extra unfunded resources: Kamil JireS, Radovan Semancik, Jan
Mederly

Internal funding from Evolveum, not funded by NGI
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Native PostgreSQL repository implementation (“sqale”)
Axiom query language

Distributed task management: clustering and autoscaling
Multi-threading, multi-node tasks, auto-scaling
Diagnostics, visibility and robustness improvements
Improved manageability: improved GUI and UX

Quality assurance: Performance testing environment and Schrodinger

MidPoint 4.3 released, MidPoint 4.4 release planned very soon
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Performance evaluation, identification of issues
Database storage format: XML - JSON
Partitioning of audit database

Code optimizations (Prism, Projector, Clockwork)
Resolving thread safety issues

Optimized GUI code (less queries)

Schrodinger testing framework & tests

Testing environment: Kubernetes, Gitops

Survey, blog posts, community workshops
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® Deeper GUI improvements
Further user experience and usability

Flexibility
® Prism data representation library separated

Continuation of Axiom-related work from midPrivacy initiative
® Reports and dashboards
® Cluster-wide thresholds

® Connector auto-loading
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® Human-friendly query language
® Goal: administration of system with millions of identities

® Based on concepts of Axiom data modeling

Axiom Is outcome of midPrivacy: Data Provenance

® Community workshop/webinar (May 2021)
https://www.youtube.com/watch?v=UACuiXQ8w-Y

name = 'smith' or familyName = 'Smith' ilter>
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® Automated testing of MidPoint user interface
® Simulating user working in web browser
® Fluent, easy-to-write test code
® Maintainable, even If user interface design changes
® Separate project — motivating re-use userspage
. Ca e
. rch ()
® Goals " byName ()
_ _ . .inputValue (“mike”)
Primary: user interface stability .ugo(l?teSearch()

Secondary: evaluating user interface scalability iieavel)
. feedback ()
.isSuccess () ;
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® Reworked substantial part of old task management code

® Concept of “activities” — tasks are much more flexible
® Improved code that distributes the tasks (“clustering”)

® Autoscaling — adapting to cluster re-sizing
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Import HR entitlement-org O Closed
f 100000 (closed) © Partial Error

[ Last object processed: PATTTQ.10.B.BA.2.IVA.O 1
Import task
10/6/21,9:30:20 AM - 10/6/21, 9:42:41 AM (00:12:21.331)
Operations Task operations Refresh
O Basic Objects processed: 100,000 (might contain duplicates in case task was suspended,/resumed)
‘presence Own/presence Repo® Repo RepoiR# RepoiR Repo:W# ReporW RCache® RCache Map®  Map Not® Not NTrans# NTrans Audit® Audit ICF2  ICF ICFRZ ICRR IC|
£ Activity < Wall clock average: 7.4 ms, throughput: 8,093.6 per minute 24319 11E E7.40 35302 £740 35342 79800 40410 152713 91174 400 307 200 3047 2180 40244 2180 40244
2,483.01 7958 8740 35312 6740 35302 79800 40410 152713 91174 400 307 200 3947 2180 40244 2180 40244
B schedule 2,403.43 010 8740 35312 8740 35312 79800 40410 152713 91174 400 307 200 3947 2180 40244 2180 40244
. 240333 015 8740 35312 874D 35302 79800 40410 152713 91174 400 307 200 3947 2180 40244 2180 40244
AT S N EHERE O A TPl e e 1 2,403.18 405 8740 35312 8740 35302 79800 40410 152713 91174 400 307 200 3947 2180 40244 2180 40244
l# Operation statistics M Success (99,571) PAT.TTO.10.B.BA.2.IVA.0 013 o 007 on oer oM og7 013
) ' o 1,504.67 415 2400 27654 840D 27654 51910 31002 90473 52645 100 000 100 910 2180 40244 2180 40244
B Subtasks W Failure (429) 128 miliseconds 1108 067 100 1038 100 1038 100 1042
| Skip (0) 021 o1t
O Errors 007 002
™ 210 210 100 910
B LAST FAILURE ON WEDNESDAY, 6. OCT 2021 09:38:13 1,569.9 015 8300 26606 8300 26616 51733 20050 90473 52645 280 40241 2180 40244
8w Performance MAT.TKM.06.BTT.4 54255 066 3063 6916 3063 6916 17810 7705 2180 40243 2180 40244
’ S 857.88 021 350 14907 3150 14907 2650 16939 64347 47559
O Operation context 72 miliseconds 8917 1983 823 1786 823 1786 3437 2029 10893 5502
Object with conflicting nermalized name "21112684" already exists
= Result 10074 1407 10074 4200 10640 19.00
44472 485 920 3047 920 3047 21913 4315 515.53
286,08 149 203 1483 303 1483 18047 2485 43067
. - - - ags 0.02 0.02
Synchronization situation transitions 11296 18.30 60 9238
9238 119 4360 9238
Synchronization Synchronization 228 047
4071 0.24 817 1564 617 15564 3867 1830 2127 2974
Original state start end Exclusion reason Succeeded Failed Skipped Total 003 003
010 010
Linked Linked Linked 90565 0 0 99565 oo oo
0.00 0.00
163 158 100 005
Unmatched Unmatched Unmatched 0 429 1] 429 001 001
041 024
Unmatched Unmatched Linked 6 0 0 6 378 o008 360052
0.03 003
679 00l 200 512 200 52 40 555
711 001 233 528 23 529 507 581
> I dpoint.model.impl.| ctor.Projector.projection - INITA.. 2 09 2132 13% 086 0 28 000 000 0.00 28 9.3 28 001 187 446 187 446 373 483 3920 Tae
> I dpoint.model.impl.| ctor.Projector.projection - INITIA. 2 09 2236 12 0% 001 23% 0.00 0.00 0.00 28 933 296 001 187 484 187 484 373 53 3827 682
> I dpoint.model.impl.| ctor.Projector.projection - INITIA. 30 10 2608 166 105 001 2608 000 000 0.00 30 1000 2608 00l 200 511 200 501 400 556 5200 1001
> I dpoint.model.impl.| ctor.Projector.projection - INIMA.. 0 10 2037 130 08 0ol 2037 0.00 0.00 0.00 30 1000 2037 001 200 454 200 454 400 498 3400 832
> I dpoint.model.impl.| ctor.Projector.projection - INITIA.. 2 10 574 [E A FE 001 584 000 000 0.00 2 %7 594 00l 183 431 19 431 387 4™
> com.evolveum midpoint.model.impl.lens.projector. Projector.projection - INITIA... 2 09 527 034 021 L 565 000 000 0.00 2 933 565 0ol 187 370 187 370 373 4ne
> I dpoint.model.impl.| ctor.Projector.projection - INITIA.. 2 09 1768 13 o7 00 18 000 000 0.00 28 9.3 1894 00l 083 211 08 2l 187 234 3640 767
> com.evolveum midpoint.model.impl.lens.projector. Projector.projection - INITIA... 2 09 1623 107 082 0ol 1804 000 000 0.00 2 933 18.04 ool 187 388 187 398 373 43 3380 567
> I dpoint.model.impl.| ctor.Projector.projection - INITIA.. 30 10 1425 081 057 oM 145 000 000 0.00 30 1000 1425 001 200 448 200 448 400 489 2400 407
> com.evolveum.midpoint.model.impl.lens.projector.Projector.objectTemplateAft 0 10 167 o1 007 182 187 000 000 0.00 30 100.0 167 162 100 005
2 I dpointmodelimpl lens.Clockwork: 30 10 o 0 000 o 001 000 000 0.00 30 1000 on on
com.evolveum.midpoint.modelimpllens.projector. policy PolicyRuleEnforcer execute 0 10 005 000 000 005 005 000 000 0.00 30 100.0 005 005
> I Lhook.WiHook.imvok 30 10 003 0 000 0z 003 000 000 0.00 30 1000 003 002
com.evolveum midpoint.notifications.impl.NotificationHook invoke ) 10 000 000 000 000 000 000 000 0.00 30 100.0 000 000 100 000
12 ! dpointrepo.cach ache.getVersion - SystemConfigur... 2 08 o 0 000 o 001 000 000 0.00 2 767 on on 077 om
> com.evolveum midpoint.model.impl.lens.Clockwork.click - PRIMARY.e0p1 30 10 237 0.10 0.10 235 237 0.00 0.00 0.00 30 100.0 237 235 100 0.00
> com.evolveun midpointmodel.impl.lens.Clockwork.click - SECONDARY.e0p1 20 10 an 017 o1 217 4an 000 000 0.00 30 1000 an 217 2180 051 100 0.00
> com.evolveum midpoint.model.impl.lens.Clockwork.click - SECONDARY.e1p1 30 10 76477 31.82 30.79 297 76477 0.00 0.00 0.00 30 100.0 764.77 297 333 7646 333 7646 23613 9344 62240 38529 1.00 3.06
> com.evolveun midpoint.model.impllens.Clockwork.click - FINAL.e2p2 0 10 3307 138 133 248 3307 000 000 0.00 30 1000 3307 248 100 3036
v 4 ve u m com.evolveurmn.midpoint.model.impl.lens.O) derForClockwork.re.. 30 10 001 0.00 0.00 001 0.01 0.00 0.00 0.00 30 100.0 0.01 0.0
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® MidPoint community survey, February-March 2021

https://docs.evolveum.com/midpoint/projects/midscale/survey/
® Relatively low number of responses (34)

® Validating midScale purpose and goals

The goal of midScale project is to increase the total number of identities that midPoint instance can
handle. We hope to be able to routinely support deployments with tens of millions of identities. How do you

® Positive results

ly what we have
en wa
u = - - 13 Good. We are not at that scale yet, but we
esults of midScale will be a benefi
13 Ol re pretty haj int a:

K. We al ty happy with midPoint as
= - - 10 it is. But we appreciate the effort to make
to midPoint communitvy and riaront e g o
will work a bit faster for us.
8

0 Such awaste! MidPoint scalab nd
EVO Ve l I m C l IStO l I l e rS performance is good as it is now. You
5 should focus your effort to other areas.

333333
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https://docs.evolveum.com/midpoint/projects/midscale/survey/

® Released during M4 of midScale project (9t April 2021)

https://docs.evolveum.com/midpoint/release/4.3/

® All midScale functionality integrated, available to the community

Some functionality marked as experimental, gathering community
feedback

PostgreSQL repository prototype code is present, but not enabled by
default
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https://docs.evolveum.com/midpoint/release/4.3/

® Coming soon
Final testing and bugfixing phase
To be released in October 2021 (most likely)

https://docs.evolveum.com/midpoint/release/4.4/

® All midScale functionality integrated, available for use
Most functionality is production-ready
Native PostgreSQL repository implementation is strongly recommended

Generic repository implementation still present (compatibility)

Evolveum


https://docs.evolveum.com/midpoint/release/4.4/

Dynamic environment
Kubernetes/Docker
Jenkins

Grafana

Gitops — Gitlab, Flux
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Comparison of account import performance
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Comparison of user recomputation performance
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Import performance vs. accounts imported

1200

100.0

80.0

w7 (before)
60.0 e ] 4] (after)

40.0

Ferformance [accounts persecaond)

200

0.0
100000 200000 300000 400000 500000 600000 700000 200000 900000

o Accounts imported
Evolveum




D1 - Architecture and design documentation

D2 - AXiom query language documentation

D3 - MidPoint 4.3 “Faraday” release

D4 - Results of midScale survey

D5 - Technology workshops, slides and recordings
D6 - Overview of performance testing environment
D7 - MidPoint 4.4 "Tesla" release (candidate?)

Available at project home page: hitps://docs.evolveum.com/midpoint/projects/midscale/
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https://docs.evolveum.com/midpoint/projects/midscale/

® Improved scalability of midPoint at least by one order of

magnitude, enabling deployment beyond millions of managed
identities.

® Improved visibility, diagnostics and reliability of midPoint, making
long-term maintenance of large-scale deployments feasible.

® Improved performance and user experience of midPoint user
interface, making management of massive user bases efficient.

Evolveum



® Evolveum blog posts

® Evolveum mailing lists

® Public on-line workshops/webinars

https://docs.evolveum.com/talks/

® Evolveum YouTube channel
https://www.youtube.com/channel/UCSDs8qBIv/IMgRKRLulrU FQ

® |nternet2/InCommon communication channels (selective)
® NGI TRUST 9% Results Webinar

Evolveum


https://docs.evolveum.com/talks/
https://www.youtube.com/channel/UCSDs8qBlv7MgRKRLu1rU_FQ

Organization Total Budget Used Budget Used Budget

(EUR) (EUR) (%)
Evolveum (till Sept) 249 200,- 254 304,25 102
Evolveum (exp Mid-Oct) 249 200,- 264 126,10* 105~

* Projection, to be updated on 14™ of October 2021
Evolveum



Marketing: webinars, conferences, blogs, videos, etc.
Deployment for existing customers — increase deployment scale
Attract more lucrative customers

Explore cloud service possiblilities / partnerships

Further improvements: midPoint 4.5 and beyond

Continue executing tests, collect and evaluate data

Evolveum



® Project home page

https://docs.evolveum.com/midpoint/projects/midscale/

® MidPoint source code
https://github.com/Evolveum/midpoint

® Evolveum Blog

https://evolveum.com/blog/

® MidPoint Releases

https://docs.evolveum.com/midpoint/release/

Evolveum
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https://github.com/Evolveum/midpoint
https://evolveum.com/blog/
https://docs.evolveum.com/midpoint/release/

Discussion

Questions & Answers



See other talks at https://docs.evolveum.com/talks

Also follow us on our social media for further information!

Q /Evolveum o /Evolveum @ /Evolveum o @Evolveum o /Evolveum
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