*
* * This project has received funding from the European Unions Horizon 2020 research
* * and innovation program under the NGI_TRUST grant agreement no 825618

* Kk

Slovakia, 23 July 2020



Introduction to the project
MidPrivacy project goals
Potential Revenue

Work done in the project
Major Achievements

Axiom & Mappings
Milestones and Deliverables
Spent Person-Month

Spent Budget

Data Provenance Challenges

Next steps in the project

Final outcomes of the project

This project has received funding from the European Unions Horizon 2020 research
and innovation program under the NGI_TRUST grant agreement no 825618

Evolveum m(.l e




Data provenance is one of the fundamental problems of data protection.
Data protections regulations and practices ask for transparency and accountability.

Data provenance was chosen as the primary goal of the first phase of MidPrivacy initiative because it
brings a solid foundation to build full suite of privacy-enhancing features in the future.

Existing midPoint data model functionality will be enhanced with the meta-schema capabilities to track
origin (provenance) of every data item.

MidPoint could be one of the first IDM systems to support user-centric data protection functionality.
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Expected project outcomes:

® Adapt existing or design new data modeling (schema) language to support meta-schema capabilities
required to support data provenance features.

® |mplement prototype libraries for processing the meta-schema to evaluate feasibility of this approach.

® Use meta-schema to process provenance-annotated personal data. Implement prototype functionality
in midPoint.

® |Implement prototype user interface to present the provenance data to the user.
The purpose of this prototype is to evaluate whether the complex meta-data can be presented to a user
in an understandable and intuitive way, thus supporting transparency and user intervenability in
personal data protection. This prototype user interface can be used in future usability testing with a
potential to be fully productized.

® Evaluate market potential for data protection features in IDM systems in two different ways:
1) Conduct a quick study of market demand for data protection features (e.g. by using surveys, on-line
and personal discussions and similar means).
2) Use prototypes created in this project as a basis for further discussions with potential customers and
users, evaluating potential for full productization of data protection mechanisms in midPoint.
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Recurring Subscription Subscription Recipients Project Revenue Project Revenue

Vertical/Type Revenue (mio EURl/year) (mio EUR) Recipients
Enterprise 8 Evolveum 79,8 Internal/
Evolveum/
Partners
InCommon Members/Higher 4 Evolveum 26,6 Internal/Partners
Education
Government/ Municipalities 4,5 Evolveum 30 Evolveum/
(citizens management) Partners
TOTAL 16,5 Evolveum 136,4
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Analysis: We have gathered use cases for data provenance to provide input for data structure design later in the project.

Completion of solution architecture by filling in all the low-level design details. This included work on Axiom modeling language,
metadata schemas (especially identity provenance metadata schema) and design of metadata handling and metadata value mapping.

Design and prototype of Axiom language: We have started designing new data modeling language: Axiom. The plan is to use Axiom
language to model provenance meta-data and to apply them to existing midPoint schemas.

Implementation of prototype code and integrating the code into midPoint. Major areas were: implementation of Axiom-processing
code to support metadata models (schema) and implementation of metadata mappings. Development of the code for both parts was
finished, the code was integrated into midPoint core code base.

Survey of intended use of metadata by midPoint community.we have received only a small number of responses to consider the
results relevant to make sound decisions about metadata schemas. Despite that we were able to get at least some informal insights
from the survey results.

GUI prototype: This prototype is based on mock metadata information, i.e. it does not show real provenance metadata. It is meant to
evaluate the feasibility of user interface changes and to provide an environment for user experience experimentation.
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® Solution architecture and design

completed and documented

® Axiom

specification and implementation

® Metadata schemas

provenance and others
® Metadata mappings

® Metadata usage survey

inconclusive

® Code integration
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model common-metadata {

metadata CommonMetadata {

container provenance {
type ProvenanceMetadata;

}
e

{

container ProvenanceMetadata {

container yield {
type ProvenanceYield;
maxOccurs "unbounded";

}
}

}
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objectTemplate" : {

... data mappings will be here ...

"meta" : {
"item" : {
"ref" : "extension/sensitivity",
"mapping" : {

"expression” : {
... Groovy expression that selects
maximum sensitivity from all inputs ...

}
}
13

Notation is slightly simplified (namespace, prefixes)
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Project Milestones

MSO
MS1
MS2

MS3

Title

Project start

Meta Schema prototype

Meta-schema integrated
into midPoint core

Project finish
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Date achieved

16. March 2020

15. May 2020
15. July 2020

15. September 2020

This project has received funding from the European Unions Horizon 2020 research
and innovation program under the NGI_TRUST grant agreement no 825618




Deliverables

Research data modeling and
schema languages

Requirements gathering and
market research

Implementation of Meta-
schema prototype

Design Solution Architecture

Integrate the meta-schema
prototype into midPoint core

Implementation of prototype
user interface

Milestone

Meta Schema prototype
(MS1)

Meta Schema prototype
(MS1)

Meta Schema prototype
(MS1)

Meta-schema integration into
midPoint core (MS2)

Meta-schema integration into
midPoint core (MS2)

Meta-schema integration into
midPoint core (MS2)

* X %
* *
l::l TRUST B *

Responsible
person

Anton Tkacik

Slavek
Licehammer

Anton Tkacik

Radovan
Semancik &
Pavol Mederly

Anton Tkacik &
Pavol Mederly

Katarina
Valalikova

Start date

16. March 2020
16. March 2020
1. April 2020

1. April 2020

16. May 2020

16. March 2020

This project has received funding from the European Unions Horizon 2020 research

Date
achieved

30. April 2020
15. May 2020
15. May 2020

15. June 2020

15. July 2020

15. August
2020

% of
completion

100%
100%
100%

100%

100%

50%
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Deliverables

Finish implementation of
user interface

Test and validate metadata
processing code in
midPoint

Gather and evaluate user
feedback

Solution review and
evaluation

Evolveum
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Milestone

MS3 Project Finish

MS3 Project Finish

MS3 Project Finish

MS3 Project Finish

Responsible Start date
person

Katarina 16. July 2020
Valalikova

Anton, 16. July 2020
Katarina,
Pavol, Slavek,
Radovan

Slavek 16. July 2020
Licehammer

Radovan 1. September
Semancik 2020

Planned due
date

15. August 2020

31. August 2020

1. September
2020

15. September
2020
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Meta-schema prototype Start Month: End Month:
MS1 16. March 30. April 2020
2020

Look for candidate language that can be adapted for meta-schema purposes. In case
that such alternative is not feasible, prepare a design for prototype of new data
modeling language. Note: design of full-featured data modeling language is beyond the
scope of this project. We are looking just to address the needs of meta-schema for the

prototyping purposes. Design of a fully-featured data modeling language could be a
Objective follow-up activity after this project phase is finished, if needed.

Research data modelling and schema languages

Related Deliverable

Anton Tkacik

Participants

100%
% of completion
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Meta-schema prototype Start Month: End Month:
MS1 16. March 15. May 2020
2020

Analyze and discuss the needs of potential user communities, especially requirements
Objective for data protection and trust in identity management. Evaluate market potential.

Requirements gathering and market research

Related Deliverable

Slavek Licehammer

Participants
100%

% of completion
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Meta-schema schema prototype Start Month: End Month:
MS1 1. April 2020 15. May 2020

Implement prototype libraries for processing the meta-schema to evaluate feasibility of
Objective this approach.

Implementation of Meta- Schema prototype

Related Deliverable

Anton Tkacik

Participants

100%

% of completion
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Meta-schema integration into midPoint core Start Month: End Month:
MS2 1. April 2020  15. June 2020

Evaluate feasibility of use of schema languages for meta-schema purposes, design
integration approach with midPoint code — ensuring that midPoint architecture and
Objective conceptual design is maintained and that the requirements are reflected.

Design Solution Architecture

Related Deliverable

Radovan Semancik & Pavol Mederly

Participants
100%

% of completion
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Meta-schema integration into midPoint core Start Month: End Month:
MS2 16. May 2020  15. July 2020

Replace or augment schema-processing code currently used by midPoint. The goal is
to enable the meta-schema capabilities to enable storage and processing of identity
Objective provenance meta-data in midPoint.

Integrate the meta-schema prototype into midPoint core

Related Deliverable

Anton Tkacik & Pavol Mederly

Participants

100%

% of completion
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Meta-schema integration in midPoint core Start Month: End Month:

MS2/MS3 16. March 15. August
2020 2020
Implementation of prototype user interface to present the provenance data to the user
Objective as an extension of current midPoint user interface

*Implementation of prototype user interface

Related Deliverable

Katarina Valalikova

Participants

50%

% of completion

* This deliverable has started earlier. Original start date was 15th of June 2020.
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Name of
dedicated person

Organization

Radovan Evolveum
Semancik

Katarina Evolveum
Valalikova

Pavol Mederly Evolveum
Anton Tkacik Evolveum
Slavek Evolveum
Licehammer

TOTAL

l :: I TBUET
Evolveum

Planned

Person-Month

24 FTE

1.5 FTE

1.8 FTE

6 FTE

1.8 FTE

13.5 FTE

16.

16.

16.

16.

16.

Start date

March 2020

March 2020

March 2020

March 2020

March 2020

Due date
of M2

15. July 2020

15. July 2020

15. July 2020

15. July 2020

15. July 2020

Man-Days
spent

31.47

18.41

32.72

84.00

24.26

190.86

Spent
Person
Month

1.57 FTE

0.92 FTE

1.63 FTE

4.20 FTE

1.21 FTE

9.53 FTE

Outstanding
Person
Month

0.83 FTE

0.58 FTE

0.17 FTE

1.8 FTE

0.59 FTE

3.97 FTE
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Organization Total budget Budget % of
(EUR) used (EUR) Budget
Used

Evolveum 75.000,- 57.615,- 71%
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® Axiom language design

Namespaces, model indentification, metamodel/inframodel, subtyping, augmentation, ...

® Provenance metadata schemas

No real standard, have to start from scratch

® Metadata: equality and deltas

Much more complex than expected, only partial solution so far

® Metadata mappings
Suffering from the “equality” problem

Had to fit in existing midPoint code

® User interface (UX)

* More information about data provenances challenges: https://docs.evolveum.com/midpoint/midprivacy/phases/O1-data-provenance-prototype/challenges/
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https://docs.evolveum.com/midpoint/midprivacy/phases/01-data-provenance-prototype/challenges/

® Finish implementation of user interface for displaying metadata to the users.

® Test and validate metadata processing code in midPoint, including Axiom code,
metadata mappings and user interface.

® Gather and evaluate user feedback the plan is to focus the evaluation on midPoint
community.

® Solution review and evaluation this project is supposed to be just a first major step Iin
midPrivacy initiative.
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® Axiom data modeling language

Very unigue aspects (inframodel, metadata), but still early draft

® End-to-end provenance metadata in midPoint

Prototype-quality code, but some parts may be ready for production use

® MidPoint-specific metadata schemas

Provenance, storage, transformation, process, ...

® User-customizable metadata

Both schema and behavior

® Metadata support in midPoint user interface
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