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e What's newin 4.7
e Deprecations, Removals

e Platforms

e Plans for4.8
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a
IDENTITY GOVERNANCE
AND ADMINISTRATION

John Smith (jsmith) @
e Feature release (1 year support) SeaLaaury 18- SMULATIONS

e Major features . PR
L e
« Simulations —_ — pe—
o Object Marks A
o o ADDRESSING
« IGA Reporting LicaNsE MANAGEMENT LT DN i AND CONPLIANCE
« Password Reset N
e Aot of small features and improvements o= | = [

« Different UX Improvements, Role wizard, Delta viewer, “
Security policy merging... = =
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e Predict what would happenif ...

o .. the full reconciliation run.
® Avoid unnecessary data corruption.
e Analyze quality of data.
e Understand processes better.
e See the impact of the single change.

e Build a trust with customer.
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e Simple correlation rule

« using employee number

< sack | uid=jsmith1,ou=People,dc=example,dc=com (Simulation result: [dap-import (shadow management simulation), 2023-04-14T12:23:18.741+02:00)

Processed objects

@ Processed object details

0 Changes Qsimple b Advanced
Type Shadow Eventmark @ Shadow correlation state changed | State @ Undefined v X  More.. ¥
° id=jsmith1,ou=People,dc=
Resource object Objectondap
[m] A Name Type State Changes s
. [ tem Oldvalue New value
Warks Shadow corrlation sate changed esource & (d2p [oetault O g uid=adminou=People,dc=example,dc=com (Account uid=admin,ou=People,dc=example,dc=com (default) on ldap) shadow () NS o >
Kind pr @ Shadow correlation state changed LAdditions /5 Edits of total 6
Projecions o
Intent default O g uid=agreen3ou=People,dc=example,dc=com (Account uid=agreen3,ou=People dc=example,de=com (default) on ldap) shadow () NS o >
Situation © Unlinked @ Shadow correlation state changed 1Additions/ 5 Editsof total 6
synchronizationSituationDescription © (2 value of type SynchronizationSituationDescriptionType)
O g uid=bob,ou=People dc=example,dc=com (Account uid=bob,ou=People,dc=example,de=com (default) on dap) shadow () NS o >
Synchranizaton timestamp © 14 April 2023 at 122318 CEST @ Shadow correlation state changed 1 Additions {5 Edits af toial 6
Modify cortation uid=hacker,ou=People,dc=example,dc=com (Account uid=hacker,ou=People,dc=example,dc=com (default) on ldap) shadow () GEEENENEEE ¢
1Additions / 5 Edits of total 6
e ol vatue Newvalue @ Shadow correlation state changed
corelationStarTimestamp © 144pril 2023112231 CEST uid=jsmith1,0u=People,dc=example,dc=com (Account uid=jsmith1 0u=People,dc=example,dc=com {default) on Idap) shadow () NS ¢
T © EXISTING_OWNER @ Shadow correlation state changed 1 Additions /7 Editsof total 8
resulingOwner 2 empho:1 Defaul
ined oo locault uid=jsmith2,0u=People,dc=example,dc=com (Account uid=jsmith2,0u=People,dc=example,dc=com {default) on Idap) shadow () NS o >
correlationEndTimestamp © 16 April 2023 2t 12238 CEST @ Shadow correlation state changed 1 Additions /5 Editsof total &
Add comisionfounerdptons uid=junior1,ou=People,dc=example dc=com (Account uid=junior1,0u=People,dc=example,dc=com (default) on ldap) shadow () NS o >
® Shadow correlation state changed 1 Additions /5 Editsof total &
Add opton
e e uid=rblack,ou=People,dc=example dc=com (Account uid=rblack,ou=People dc=example,dc=com (default) on Idap) shadow () NS o >
® Shadow correlation state changed 1 Additions /5 Editsof total &
identifer exsting-ed152c05-4000-4ae-bc1-deba3bTI12e4
— 0 uid=tesla,ou=People,dc=example,dc=com (Account uid=tesla,ou=People,dc=example,dc=com (default) on ldap) shadow (I NS [
® Shadow correlation state changed 1 Additions /5 Editsof total &
candidateOwnerRef & empNo:1 [Default]
Rowsperpage 20 v 1toSofs | < < n N
al c o | e | f le| =H I [ S L M N | o q R s
1 _|ID Name Resource  Kind Intent Tag State Event mark Kind before Kind after Intent before Intent after Correlation situation before Correlation situation after  Synchronization situation before Synchronization situation after Correlated owner before |Correlated owner after
2 1Lud jsmith1,ou=People, dc=example.dc=com |dap Account default Modified Shadow correlation state changed Account Account  default default EXISTING_OWNER EXISTING_OWNER empho-1
3 3|uid=jsmith2,ou=People,dc=example,dc=com  |dap Account default Modified Shadow correlation state changed Account Account  default default NO_OWNER NO_OWNER
4 Account default Modified Shadow correlation state changed Account Account  default default NO_OWNER NO_OWNER
5 Account default Meodified Shadow correlation state changed |Account Account  default default NO_OWNER NO_OWNER
6 Account default Modified Shadow correlation state changed |Account Account  default default NO_OWNER NO_OWNER
7 Account default Modified Shadow correlation state changed |Account Account  default default NO_OWNER NO_OWNER
8 Account default Modified Shadow correlation state changed Account Account  default default NO_OWNER NO_OWNER
9 Account default Modified Shadow correlation state changed Account Account  default default NO_OWNER NO_OWNER
10 Account default Modified Shadow correlation state changed |Account Account  default default NO_OWNER NO_OWNER




Processed objects

Event mark @ Shadow correlation state changed | State @ Undefined v X  More.. v

[} A Name Type State Changes L7
O g uid=agreen3ou=People dc=example,dc=com (Account uid=agreen3,ou=People dc=example,dc=com (default) on ldap) shadow () NN o s
. L Additions /6 Edits of total 7
® Shadow corr n state changed
O @ uidsjsmith2,ou=People,dc=example,de=com (Account uid=jsmith2,0u=People,de=example,dc=com (default) on ldap) shadow () IS o
1 Additions / 7 Edits of total 8
® Shadow correlation state changed
O g uid=rblack,ou=People,dc=example,dc=com (Account uid=rblack,ou=People,dc=example,dc=com (default) on ldap) shadow () N o e
) . 1 Additions/ 6 Edits of total 7
® Shadow correlation state changed

Rowsperpage 20 v 1to3of3 <= <.> >

uid=agreen3,ou=People,dc=example,dc=com (Simulation result: [dap-import (shadow management simulation), 2023-04-05T17:18:36.453+02:00)

© Processed object details

8 Changes Q simple | b Advanced
Type Shadow
@ i =People,dc=example,
state [ e
Marks. Shadow correlation state changed 8 4
. .
® Improving correlation
Situation © Unmatched © Disputed.
‘synchronizationSituationDescription © (avalue of

o matching by emailAddress

Modify corrlation

. correlationStartTimestamp © 5 April 2023 at 17:17:34 CEST © 5 April 2023 at 17:18:36 CEST
o matching by name
correlationEndTimestamp © 5 April 2023t 17:17:34 CEST

Add conelation/owner0ptons.

Add option
tem Value
identifer existing Oech6LTT-a211-4601- b1 0314976745
confidence 08
candidateOmnerkef 2 cmpiios3 (Member]
Add option
tem Value
identifer none
Al c | o | e | ¢ |e| u | I S R S N \ 0 \ P | a | R \ s \
1 _|ID MName Resource Kind Intent Tag State Event mark Kind before Kind after Intent before Intent after |Correlation situation before Correlation situation after  Synchronization situation before Synchronization situation after Correlated owner before Correlated owner after
2 Account  default Modified Account Account  default default EXISTING_OWNER EXISTING_OWNER EXISTING_OWNER EXISTING_OWNER empho:-1
3 Account default Modified Shadow correlation state changed Account Account  default default NO_OWNER EXISTING_OWNER NO_OWNER EXISTING_OWNER
4 Account default Modified Shadow correlation state changed Account Account  default default NO_OWNER UNCERTAIN NO_OWNER UNCERTAIN
5 Account default Meodified Shadow correlation state changed Account Account  default default NO_OWNER UNCERTAIN NO_OWNER UNCERTAIN
[ Account  default Modified Account Account  default default NO_OWNER NO_OWNER NO_OWNER NO_OWNER
7 Account |default Modified Account Account  default default NO_OWNER NO_OWNER NO_OWNER NO_OWNER
8 Account |default Modified Account Account  default default NO_OWNER NO_OWNER NO_OWNER NO_OWNER
9 Account  default Modified Account Account  default default NO_OWNER NO_OWNER NO_OWNER NO_OWNER
10 Account |default Modified Account Account  default default NO_OWNER NO_OWNER NO_OWNER NO_OWNER



e How many users will be changed?

How many users will be activated?

@ simulation task details

Start timestamp

End timestamp

Finished in

Task

Status

Configuration

Added objects

Deleted objects

Modified objects

Unmodified

objects

All processed
objects

Errors

April 20,2023 at 11:00:16
AMUTC

April 20,2023 at 11:00:21
AMUTC

5seconds

Import from LDAP -
development simulation

Development

118

Evolveum

w Event marks

Focus activated

0

Moreinfo @

Focus archetype changed

0

Moreinfo ©

Projection deactivated

1

Moreinfo @

Projection password changed

0

Moreinfo @

Focus deactivated

0

Moreinfo @

Focus parent organization refere...

0

Moreinfo @

Projection renamed

0

Moreinfo @

Resource object affected

1

Moreinfo @

Simulation result: Import from LDAP - development simulation, 2023-04-20T11:00:16.087Z

Focus renamed

39

More info €

Focus role membership changed

0

More info €©

Projection identifier changed

0

More info ©

administrator

seLrsRuce v
@ bome

2 profie

© Credentials
© Requestaccess
Consents
AOMNISTRATION v/
@ pashoards
2 users

B org.structure

2 Roles
& services
S Resources
Q View processed objects [N
rtasks
u
Focus assignments changed
stons

0

Moreinfo ©

Projection activated

0

Moreinfo ©

Projection entitlement changed

0

More info ©

Processed objects

A Name

Herman Toothrot (2ht)
@ Focus activated

2nt
2lemonhead

Lemonhead Canibal (2lemonhead)
2Monkey Istand

® Focus activted

2Monkey Istand
® Focus activated

Redskull Canibal (2redskul)
® Focus assgnments changed,Focus ole membership changed

Redskull Canibal (2redskul)
® Focus asignments changed, Focus role membership changed

2redskull

Sharptooth Canibal (2sharptaoth)

Type

Shadow

Shadow

Organization

Organization

Shadow

ppoeoepgpons

Eventmark @  ndenes

Changes

9Additions oftotal 9

2Edisoftotal2

Nochanges

Nochanges

G Addiionsoftotal 6

& Addiionsofotal &

1Addiions 1 Edis/ 1 Removals of ot 3

2Removals of total 2.

Nochanges

Nochanges

How many accounts will be

deactivated?

How many accounts will be

renamed?




administrator

All results

Aresults

@ simulation task details

w Event marks

« ek | Simulation result: Import from LDAP - development simulation, 2023-04-20T11:00:16.087Z

SELFSERVICE v/ [iine® x woe.. - | CXIENEY @ Starttimestamp  April 20, 2023 at 11:00:16 Focus activated Focus deactivated Focus renamed Focus assignments changed
@ Home - N . AMUTC
Name Description v started Duration State Objects o8- 0 0 39 0
2
& Profle Simulation et 202303 21T16:27:38 99640100 March1, 2023,42738 P oseconds () @ S s - Endtimestamp  April20,2023at 11:0021
O Credentials e AMUTC Moreinfo © More nf More info © More info ©
© Requestaccess Simulation result: 2023-03-21T16:27:38.834+01:00 March 21,2023, 4:27:38 PM 05econds [ Fiished ] Mdded— o®- Finished in 5 coconds
Focus archetype changed Focus parent organization refere. . Focus role membership changed Projection activated
Consents i
Simulation result: import, 2023-03-21T16:27:36.360+01:00 March 21,2023, 4:27:36 PM 05seconds [ Finished | F ow- Task Import from LDAP - 0 o o 0
ADMINISTRATION development simulation
Simulation result: import, 2023-03-21T16:27:35.526+01:00 March 21,2023, 4:27:35 PM 0seconds CNEEEES o -
@ e ¢ ’ = Added /1 Modifed Moreinfo @ Moreinfo @ Moreinfo @ More info ©
2 users < Status =
Simulation result: import, 2023-03-21T16:27:34.688+01:00 March 21,2023, 4:27:34 PM 0seconds [ Finished | F o8-
[ org.structure < Configuration Development Projection deactivated Projection renamed Projection identifier changed Projection entitlement changed
. Simulation result: import, 2023-03-21T16:27:33.841401:00 March 21,2023, 4:27:33 PM 0seconds [ Finished | S o -
& Roles < 1Modified
Addedobjects 0 1 0 0 0
& services < Simulation result: import, 2023-03-21T16:27:33.006+01:00 March 21,2023, 4:27:33 PM 05seconds [Finiched S o6 -
1Added /1 Modified Deleted objects 1 Moreinfo © More info © More info ©
£ Resources <
0 cases o Simulation result: import, 2023-03-21T16:27:32.036+01:00 March 21,2023, 4:27:32 PM 0seconds [ Finished | F o - Modiiedobjecs 39 v v
Projection password changed Resource object affected
#¥ Certification < Simulation result: import, 2023-03-21T16:27:30.705+01:00 March 21,2023, 4:27:30 PM 0seconds [ Finished | W o - Unmodified . 0 1
Servertasks < objects
Simulation result: 2023-03-21T16:27:29,534+01:00 March 21,2023, 4:27:29 PM 0seconds = IS o -
= Nodes < 1Added /1 Modtied More info © More info @
All processed 118
@ Repors ‘ Simulation result: 2023-03-21T16:27:29.366+01:00 March 21,2023, 4:27:29 PM 0seconds [Fiicied — - objects
B | D E | F | G H I | J K | L | M | N o 3 aQ | R s T U
1 _|Name Started Finished Task Predefined configuration Builtin metric Event mark Explicit metric Aggregation function Scope: type Scope: archetype Scope: resource  Scope: kind | Scope: intent Value Selection size Selection total value Domain size Domain total value
2 _|Simulation result{test160) - ¥07/03/2023, 18:17 07/03/2023, 18:17 PRODUCTION Added SELECTION_TOTAL VALUE resource-outbound  Account default 0 0 0 1 0
3 |Simulation result{test160) . *07/03/2023, 18:17 07/03/2023, 18:17 PRODUCTION Added SELECTION_TOTAL VALUE User] 0 0 0 1 0
4 |Simulation result{test160) . *07/03/2023, 18:17 07/03/2023, 18:17 PRODUCTION Deleted SELECTION_TOTAL_VALUE < resource-outbound  Account default 0 0 0 1 0
5 _|Simulation result{test160) - 07/03/2023, 18:17 PRODUCTION Deleted SELECTION_TOTAL_VALUE L, 0 0 0 1 0
_6_|Simulation result{test160) - 07/03/2023, 18:17 PRODUCTION Modified SELECTION_TOTAL VALUE resource-outbound  Account default 1 1 1 1| 1
7 |Simulation result{test160) : *07/03/2023, 18:17 07/03/2023, 18:17 PRODUCTION Modified SELECTION_TOTAL VALUE UserType blue 1 1 1 1 1
8 |Simulation result{test160) . *07/03/2023, 18:17 07/03/2023, 18:17 PRODUCTION Focus activated SELECTION_TOTAL_VALUE UserType blue 0 0 0 1 0
9 |Simulation result(test160) - »07/03/2023, 18:17 07/03/2023, 18:17 PRODUCTION Focus archetype changed SELECTION_TOTAL_VALUE UserType blue 0 0 0 1 0
_10_|Simulation resulttest160) - ¥07/03/2023, 18:17 07/03/2023, 18:17 PRODUCTION Focus assignments changed SELECTION_TOTAL_VALUE UserType blue 1 1 1 1 1
_11_|Simulation result{test160) . *07/03/2023, 18:17 07/03/2023, 18:17 PRODUCTION Focus deactivated SELECTION_TOTAL VALUE UserType blue 0 0 0 1 0
12 |Simulation result{test160) - *07/03/2023, 18:17 07/03/2023, 18:17 PRODUCTION Focus parent organization reference changed SELECTION_TOTAL_VALUE UserType blue 0 0 0 1 0
_13_|Simulation result(test160) - »07/03/2023, 18:17 07/03/2023, 18:17 PRODUCTION Focus renamed SELECTION_TOTAL_VALUE UserType blue 0 0 0 1 0
_14_|Simulation resultitest160) - ¥07/03/2023, 18:17 07/03/2023, 18:17 PRODUCTION Focus role membership changed SELECTION_TOTAL_VALUE UserType blue 1 1 1 1 1
15 _|Simulation result{test160) : *07/03/2023, 18:17 07/03/2023, 18:17 PRODUCTION Projection activated SELECTION_TOTAL VALUE ShadowType resource-outbound  Account default 0 0 0 1 0
16 _|Simulation result{test160) - *07/03/2023, 18:17 07/03/2023, 18:17 PRODUCTION Projection deactivated SELECTION_TOTAL_VALUE ShadowType resource-outbound Account default 0 0 0 1 0
_17_|Simulation result(test160) - »07/03/2023, 18:17 07/03/2023, 18:17 PRODUCTION Projection entitlement changed SELECTION TOTAL VALUE ShadowType resource-outbound  Account default 1 1 1 1 1
18 _|Simulation resultitest160) - ¥07/03/2023, 18:17 07/03/2023, 18:17 PRODUCTION Projection identifier changed SELECTION_TOTAL VALUE ShadowType resource-outbound  Account default 0 0 0 1 0
19 |Simulation result{test160) : *07/03/2023, 18:17 07/03/2023, 18:17 PRODUCTION Projection password changed SELECTION_TOTAL VALUE ShadowType resource-outbound Account default 0 0 0 1| o
20 |Simulation result{test160) - *07/03/2023, 18:17 07/03/2023, 18:17 PRODUCTION Projection renamed SELECTION_TOTAL_VALUE ShadowType resource-outbound Account default 0 0 0 1 0
21 |Simulation result(test160) - »07/03/2023, 18:17 07/03/2023, 18:17 PRODUCTION Resource object affected SELECTION TOTAL VALUE ShadowType resource-outbound  Account default 1 1 1 1| 1
22 |Simulation resulttest160) - ¥07/03/2023, 18:17 07/03/2023, 18:17 PRODUCTION association-values-changed SELECTION TOTAL VALUE ShadowType resource-outbound  Account default 1 1 1 1 1
23 |Simulation result{test160) . *07/03/2023, 18:17 07/03/2023, 18:17 PRODUCTION attribute-modifications SELECTION_TOTAL VALUE ShadowType resource-outbound Account default 0 0 0 1| o
24 |Simulation result(test160) - »07/03/2023, 18:17 07/03/2023, 18:17 PRODUCTION modifications SELECTION_TOTAL_VALUE ShadowType resource-outbound  Account default 1 1 1 1 1
25 _|Simulation result(test160) - 07/03/2023, 18:17 PRODUCTION modifications SELECTION_TOTAL_VALUE UserType blue 3 1 3 1 3
26 _|Simulation resulttest160) - ¥07/03/2023, 18:17 07/03/2023, 18:17 PRODUCTION special SELECTION_TOTAL_VALUE UserType blue 0 0 0 1 0
—




Summary

State Count State Count State Count State
Deleted o Linked 0 Unmatched 0 Disputed

o Identifiers Situation Intent

u] 4& 2 ident:2 person

[u] fs 5 ident: 5 person

[u] % 3 ident: 3 person

=l S ident: 4 person

(u] ﬁ 6 ident: 6 person

o g 1 ident: 1 person

Processed objects

O 2 Name

O = 1 (Account 1 (person) on hr)

O 2 empho:l
® Focus activated

Evolveum

Count

0

Owner

State Count State Count Total

Unlinked 0 Nothing 6 6

ame © % (Mo =

Pending operations Enable

Disable

Delete

Import

Remove owner
Change owner
Mark as Protected
Add Marks

Remove Marks

Rowsperpage 20 v 1to6of6 << ' .

Type

Shadow

User

@ Processed object details

@ Changes

Q simple & Advanced

Type User
°
Add User empNo1 v
State [haced] - emene
Item | Value
Marks Focus activated
Name © empNo:1
Projections. 1
Given name © John
M Related objects Family name © smith
& empNoil User Email © jsmith1@evolveum.com
s :"J\Accoum 1 (person) on Shadow Employee Number o1
Projections © 1 [Member]
User was enabled.
Event mark o Undefined v | State o Undefined ~ X More.. =
State Changes L VAN

N ¢ »

2 Edits of total 2

S o »

T Additions of total 7

Rows per page 20 v 1to 2 of 2 =< = . = ==




Intent v | (Object Class: AccountObjectClass)

® Mechanism how to say that the objects

a Identifiers Situation

[m} é uid=jsmith1,ou=People,dc=example,dc=com dn: uid=jsmith1,ou=People,dc=example,dc=com UNLINKED
 should not be touched I -
[m] E uid=jsmith2,0u=People,dc=example,dc=com dn: uid=jsmith2,ou=People,dc=example,dc=com UNLINKED
.|I . . I [m} é uid=agreen3,ou=People,dc=example,dc=com dn: uid=agr ,ou=People,dc ,dc=com DISPUTED
 will be decommissioned later
[m} é uid=rblack,ou=People,dc=example,dc=com dn: uid=rblack,ou=People,dc=example,dc=com DISPUTED
uid=bob,ou=People,dc=example,dc=com dn: uid=bob,ou=People,dc=example,dc=com UNMATCHED
e are protected
uid=tesla,ou=People,dc=example,dc=com dn: uid=tesla,ou=People,dc=example,dc=com UNMATCHED

® Do nottouch
L4 S h O u I d b e CO rre I ated I at e r uid=hacker,ou=People,dc=example,dc=com dn: uid=hacker,ou=People,dc=example,dc=com UNMATCHED
@ Decommission later

H H uid=admin,ou=People,dc=example,dc=com dn: uid=admin,ou=Peaple,dc=example,dc=com UNMATCHED
« haveinvalid data "
» uid=junierl,ou=People,dc=example,dc=com dn: uid=juniorl,ou=People,dc=example,dc=com UNMATCHED

@ Correlate later

BRCIED Rowsperpage | 20 v Displ
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e Who has access to What and Why?

e All Accesses panel in user’s details

I Insert axiom query

8 c o

Evolveum

Access

R Sculpting Corner

o

Approver

Patron

e

Full time employee

[

Full Time Employee

End user

e

B War Machines Section

£

Source

Direct

B War Machines Section @

Direct
Direct

A Full time employee @

Direct

A Fulltime employee @

& Full Time Employee @

Direct

Why

Created by: null

Created by: null

Created by: HR import

Created by: null

Created by: null

Since

Thursday, 4. May 2023 00:01:24

Thursday, 4. May 2023 00:01:24

Thursday, 4. May 2023 00:01:24

Thursday, 4. May 2023 00:01:31

Thursday, 4. May 2023 00:01:31

Thursday, 4. May 2023 00:01:31

Thursday, 4. May 2023 00:01:24

Rows per page 20 % lto7of7

« <> .
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User
administrator
borgia

borgia

borgia

borgia

borgia
donatello
francis
francis
francis
francis
francis
leonardo
leonardo
leonardo
leonardo
leonardo
leonardo
leonardo
leonardo
leonardo
leonardo
leonardo
michelangelo
michelangelo
michelangelo
michelangelo
michelangelo
michelangelo
michelangelo
michelangelo
michelangelo
raphael
raphael
raphael
raphael

e Who has access to What and Why?

e Configurable report

Name Type Relation Path Parent

Superuser System role default Superuser Direct

End user default End user Direct

End user default Council of Patrons -> End user Council of Patrons
Approver System role default Council of Patrons -> Approver Council of Patrons
Reviewer System role default Council of Patrons -> Reviewer Council of Patrons
Council of Patrons default Council of Patrons Direct

RETIRED default RETIRED Direct

End user default Council of Patrons -> End user Council of Patrons
Approver System role default Council of Patrons -> Approver Council of Patrons
Reviewer System role default Council of Patrons -> Reviewer Council of Patrons
Council of Patrons default Council of Patrons Direct

P0O002 default P0002 Direct

End user default Full Time Employee -> End user Full Time Employee
End user default FTE -> Full Time Employee -> End user  Full Time Employee
Approver System role default F0110 -> FO100 -> FOOOO -> Approver  FOO00

Patron default Patron Direct

Full Time Employee default Full Time Employee Direct

Full Time Employee default FTE -> Full Time Employee FTE

F0200 default FO200 Direct

PO001 default P0001 Direct

FTE default FTE Direct

FO000 manager FO000 Direct

FO110 manager FO110 Direct

End user default FTE -> Full Time Employee -> End user  Full Time Employee
End user default Full Time Employee -> End user Full Time Employee
Approver System role default F0210 -> F0200 -> FOO0O0 -> Approver FO000

Patron default Patron Direct

Full Time Employee default FTE -> Full Time Employee FTE

Full Time Employee default Full Time Employee Direct

F0120 default F0120 Direct

FTE default FTE Direct

F0210 manager F0210 Direct
CONTRACTOR default CONTRACTOR Direct

Contractor default CONTRACTOR -> Contractor CONTRACTOR
F0110 default FO110 Direct

PO001 default P0O001 Direct

5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM
5/4/23, 12:01 AM

e Name  Tpe  Reon Pah _ Pwem Vet S Some

Initialization
Import
Initialization

Import
Initialization

Import
Initialization
Import
Import

Initi ion
Initialization




e Different password reset flows for different users

e 3 common steps:
e Request reset password
o Verify the user
o Set the new password

e User verification

e (Guests use security questions

« Employees use magic link together with the employee
number validation

Evolveum




midPoint

Identification

Please, fill in the value(s) of the account identifier(s) in
order to proceed.

Name
judy.roberson

€ Backto login

d by idPoint.
No active subscription. Please support midPoint by
purchasing a subscription.

BE English <

Evolveum

midPoint

Security questions

Please, fill in the answer(s) for security question(s) in
order to proceed.

How much wood would a woodchuck chuck if
woodchuck could chuck wood?

Answer

What is your mother's best friend's uncle's -

granddaughter's dog's mother maiden
name?

Answer

€ Backto login

by idPoint.
No active subscription. Please support midPoint by
purchasing a subscription.

midPoint

Password reset

Please, enter a new password value. Password value
must meet password policies. Hint value can help
while password recovery.

New password
Password ®
Repeat password @

Password hint

Please, enter a hint different from your password

€ Backto login

by idPoint.
No active subscription. Please support midPoint by
purchasing a subscription.

BE English <




midPoint

Identification

Please, fill in the value(s) of the account identifier(s) in
order to proceed.

Name
‘ roy.hudson ‘

€ Backto login

Powered by Evolveum® midPoint.
No active subscription. Please support midPoint by
purchasing a subscription.

BE English <

Evolveum

midPoint

Check your mail
Confirmation link was sent to the email provided. To

reset your password, click on the confirmation link and
follow instructions.

€ Backto login

Powered by Evolveum® midPoint.
No active subscription. Please support midPoint by
purchasing a subscription.

BE English <

Attribute(s) verification

Please, fill in the value(s) of the required attribute(s) in
order to proceed.

Employee Card ID

444444

& Backto login

midPoint

Powered by Evolveum® midPoint.

No active subscription. Please support midPoint by

purchasing a subscription.

English <

midPoint

Password reset

Please, enter a new password value. Password value
must meet password policies. Hint value can help
while password recovery.

New password
Password @
Repeat password @

Password hint

Please, enter a hint different from your password

Change passwol

€ Backto login

by idPoint.
No active subscription. Please support midPoint by
purchasing a subscription.
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Sub-reports as separated rows
Value metadata for roleMembershipRef
Reference search

New authentication modules

« focusldentification, attributeVerification, hint
Automatic skip of modules if data not filled in

Support for other necessity levels
e requisite, required, sufficient, optional
Security policy merging

Different UX Improvements

Evolveum




Select resource object type

Select type of object your role will create or modify on the resource.

What type of role are you interested in?

*

Default for kind: Account

Choose what type of role you are going to create and keep in mind that each type serves a specific purpose.

Outbound mappings

appings for setting specific values when your role is assigned.

Application Role Business Role All Roles
U nName © Source Expression Ref* © Enabled © Mode @
U name-to-uid [ name x ] —  Asis v uid v True v Production © a8
@ Switch to Development
] familyName-to-sn = Asis v 2 s M True v Production [cl

@ Switch to Development

© Add outbound Rowsperpage 20 v~  1to2of2 «<|=< > >

[ €« Back ] [ (* Exitwizard

v/ Save settings

Evolveum




M Changes made by user: 1 object Q simple % Advanced [ Changes computed according to policies: 1 object Q simple B Advanced

& Modify User Raffaello Sanzio da Urbino (raphael) v | @ Account raphael (default) modified on Addressbook. <
Object name P0002
Execution result SUCCESS
[ Changes Q simple Advanced
B Add Organization Kaboom (P0002) «
Object name raphael ftem 42 e
Execution result SUCCESS Name © Po002
Display Name © Kaboom
& Modify User Raffallo Sanzio da Urbino {raphael) ~ subtype O project
Item |2 0ld value New value Identifier © 0002
{unknown) © 3 [Default] Is Tenant O false
Projections
{unknown) © raphael [Default] Eeqiescble Ofalse
| Role LDAP Projects MetaRole assigned. <
User was enabled. <
| Organization Projects assigned. <
| Archetype Contractor assigned. <
| Organization was enabled.

Evolveum




| Deprecations, Removals, Incompatible changes

® |ncompatible changes

e Connld result handlers disabled by default

« Explicitly enable Connld result handlers for connectors that need them

e New LDAP Connector

e Refresh resource schema for AD and LDAP resources

e objectVariableMode set to prismReference now always returns real value
(Referencable)

o Adapt objectVariableMode in your scripts

EV@Iveu m © 2023 Evolveum s.r.o. All rights reserved.




® [inux

o Production deployments in Windows
environments supported only for LTS

e OpenJDK 11 & OpenJDK 17 (recommended)
e Stand-Alone deployment

e Native PostgreSQL (15 and 14) repository
implementation recommended

« Generic implementation (Oracle, MSSQL,
PostgreSQL) deprecated

Evolveum




® Security
« Performance improvements
« Work items and task authorization improvements
o Expression profiles

« Automatic scanning for vulnerabilities and security
issues

® Role Mining

e Upgrade Tool

e UX improvements (Resource details, Resource Wizard,
Role Wizard, ...)

Evolveum




If any questions occur, feel free to ask at info@evolveum.com

Also follow us on our social media for further information!

Q /Evolveum o /Evolveum @ /Evolveum Q @Evolveum o /Evolveum

Evolveum



https://github.com/Evolveum/
https://www.youtube.com/Evolveum
https://www.linkedin.com/company/evolveum/
https://twitter.com/Evolveum
https://www.facebook.com/evolveum
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