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ISO/IEC 27001 Introduction
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Introduction

 International standard

 Any size, all sectors

 Risk based approach

 Note: ISO/IEC 27001:2022 -> ISO 27001

ISO/IEC 27001
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Before Certification

 Certification decision

 Create project plan
 Define scope of your ISMS

 GAP analysis of current state vs ISO 27001 requirements

 Implementation of ISO 27001 requirements

 Internal audit / preliminary audit

ISO 27001 Certification Process 101
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Continuous Compliance

 Certification audit

 System analysis / Design review (documentation)
 System evaluation (implementation)

 Results

 Continuous compliance

 Internal audits
 Surveillance audits

 Recertification audit

ISO 27001 Certification Process 101

Beginning
Certification 

audit

1st Year
1st Surveillance 

audit

2nd Year
2nd Surveillance 

audit

3rd Year
Recertification 

audit
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Introduction

 Information technology - Security techniques -
Information security management systems -
Requirements

ISO 27001 2013 -> 2022

 Information security, cybersecurity and privacy
protection — Information security management 
systems — Requirements

2013 2022
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Introduction

 93 security controls

 Simplification of risk management

 one register of controls for information security, cyber 
security, cloud, and privacy

ISO 27001
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ISO 27001

 4 domains (93 controls)

 Organizational (37)
 People (8)
 Physical (14)
 Technical (34)

Domains and Controls

 “Other” (26)

 Context of the organization (5)
 Leadership (3)
 Planning (5)
 Support (7)
 Operation (3)
 Performance evaluation (3)
 Improvement (2)
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ISO 27000 Family

 27002

 Guidelines to ISO 27001 information security controls and 
how to implement them

 27003

 Implementation of Information security management 
system according to ISO 27001

 27004

 Monitoring, measurement, analysis and evaluation of 
controls

 27005

 Guidance on managing information security risks

Helpful Guidelines
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Other Standards, Regulations

 Technical norm (especially 27002)

 Baseline and inspiration 

 NIST CSF
 EU directives – NIS, NIS2, DORA, AIA, GDPR
 PSI DSS, HIPPA
 …

ISO 27001 Controls - Reusability
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ISO 27002

 #hashtags

 Maturity level (CMM)
 Compliance average for category

Analytics
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Example
ISO 27001 Statement of Applicability

https://www.iso27001security.com/
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Maturity
ISO 27001 Statement of Applicability

https://www.iso27001security.com/
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Controls
Statement of Applicability – MidPoint Version
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MidPoint Functionality
ISO 27001 Statement of Applicability – MidPoint Version
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All Controls
ISO 27001 Statement of Applicability
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Per Domain
ISO 27001 Statement of Applicability
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ISO/IEC 27000 Series and MidPoint
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Overview

What are we doing to help you with ISO 27001 compliance?

● ISO/IEC 27000 glossary
https://docs.evolveum.com/glossary/iso27000/

● Documenting ISO/IEC 27001 controls
https://docs.evolveum.com/midpoint/compliance/iso27001/

● Statements of Applicability (SOA)

● New features and improvements (midPoint 4.9+)
https://docs.evolveum.com/midpoint/roadmap/

ISO 27000 and MidPoint

WARNING: No product can be ISO 27001 compliant, or make you ISO 27001 compliant. 
Compliance is responsibility of each organization.

https://docs.evolveum.com/glossary/iso27000/
https://docs.evolveum.com/midpoint/compliance/iso27001/
https://docs.evolveum.com/midpoint/roadmap/
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Documenting ISO/IEC 27001 Controls
ISO 27000 and MidPoint

Work in progress

https://docs.evolveum.com/midpoint/compliance/iso27001/

docs.evolveum.com
 ↳ MidPoint

 ↳ Compliance
 ↳ ISO 27001

https://docs.evolveum.com/midpoint/compliance/iso27001/
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Documenting ISO/IEC 27001 Controls
ISO 27000 and MidPoint

https://docs.evolveum.com/midpoint/compliance/iso27001/

Work in progress

https://docs.evolveum.com/midpoint/compliance/iso27001/
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Documentation Example: Information Classification
ISO 27000 and MidPoint

Work in progress

Control label and description

Necessity of midPoint

Implementation
(MidPoint configuration)

Documentation and examples

Features

Related Controls

https://docs.evolveum.com/midpoint/compliance/iso27001/5.12/

https://docs.evolveum.com/midpoint/compliance/iso27001/5.12/
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Documentation Example: Information Classification
ISO 27000 and MidPoint

Work in progress

https://docs.evolveum.com/midpoint/reference/master/roles-policies/classification/

https://github.com/Evolveum/midpoint-samples/

https://docs.evolveum.com/midpoint/reference/master/roles-policies/classification/
https://github.com/Evolveum/midpoint-samples/
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Compliance Documentation: Plan

● Finish description of ISO 27001 controls (Summer 2024)

● Continually add new configuration examples (late 2024 and 
forever on)

● Work on other compliance frameworks, e.g. NIST CSF (2025)

● Evolveum compliance with ISO 27001 (late 2025)

● MidPoint features and improvements (4.9, 4.10, ...)

ISO 27000 and MidPoint

Disclaimer: This is a plan, it can change any time.
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Approach to ISO/IEC 27001 Compliance

● MidPoint 4.8: baseline compliance

● Features to address vast majority of ISO 27001 controls

● Configuration may be less comfortable for advanced features

● MidPoint 4.9+: compliance improvements

● New features aimed directly at compliance (ISO 27001, NIS 2, etc.)

● Pre-configured for compliance

● Easier and faster compliance

● Future: Built-in tooling for compliance 

● e.g. compliance checklists/dashboards

ISO 27000 and MidPoint
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Compliance with MidPoint 4.9+

● Certification improvements  [4.9]

● Policy as a first-class citizen (a.k.a. PolicyType)  [4.9]

● Object marks for all objects (replacing policySituation)  [4.9,4.10]

● Convenient management of privileged access  [4.10]

● Convenient GUI for policy rules  [4.10]

● Outlier detection and role mining improvements  [4.9,4.10]

● Advanced identity analytics  [4.10]

ISO 27000 and MidPoint

Disclaimer: This is a plan, it can change any time.

4.9+



30/05/2024© Evolveum s.r.o. All rights reserved.

Demo

Information classification
midPoint 4.9 (development)
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Demo Takeaways

● Governance is all about high-level policies

● Governance policy rules work on top of ordinary policies (e.g. RBAC)

● No user can violate* policy rules, not even superuser

● Policy rules can be used to prove that policies are maintained

● MidPoint can track privileged access rights

● Information classification is powerful and flexible mechanism

https://docs.evolveum.com/midpoint/reference/master/roles-policies/classification/
https://github.com/Evolveum/midpoint-samples/tree/master/samples/classification/classification-nis1-sk

ISO 27000 and MidPoint

* If they are set to enforcement. Of course, superuser can change them.

i

https://docs.evolveum.com/midpoint/reference/master/roles-policies/classification/
https://github.com/Evolveum/midpoint-samples/tree/master/samples/classification/classification-nis1-sk
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Conclusion

● ISO/IEC 27000 is a series of international standards and guidelines

● It is related to other specifications worldwide

● NIST CSF, NIS 2, DORA, GDPR, PSI DSS, HIPAA, ... 

● ISO/IEC 27000 is quite specific and technical

● IGA is necessary for ISO/IEC 27001 compliance at scale

● MidPoint provides numerous features, even more to come

● Evolveum helps with documentation and guidance

https://docs.evolveum.com/midpoint/compliance/iso27001/

https://docs.evolveum.com/midpoint/compliance/iso27001/
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Upcoming Webinars

● Teaser: MidPoint Deployment Intermediate Configuration 
Training (Jun 20, 2024)



Follow us on social media or join us at GitHub or Gitter!
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/Evolveum /Evolveum/Evolveum /Evolveum@Evolveum

Thank you for your attention

Do you have any questions? Feel free to contact us at info@evolveum.com

https://www.youtube.com/@evolveum
https://www.linkedin.com/company/evolveum
https://twitter.com/evolveum
https://www.github.com/evolveum
https://gitter.im/Evolveum/midpoint
https://evolveum.com/
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