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Agenda

e Changing HR system in existing IdM deployment
e SAP SuccessFactors APl and midPoint connector
e Multiple contracts per identity

e Performance aspects
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FEG - Fortuna Entertainment Group

] e FEG has betting business in multiple world countries
e Transition from old proprietary HR system to cloud based
SAP SuccessFactors HR

FORTUNA ENTERTAINMENT GROUP e Single HR system for the entire Fortuna group
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Changing HR System in IdM is Costly

e Changing the IdM authoritative system (HR) for
different one is not like integrating new target
system, you need to change a lot of stuff in existing
|dM deployment as well

e Rethink Identity Lifecycle — create, maternity, disable
e Also: multiple contracts, future contracts

e New HR brings new user attributes
e Changing Schema Handling in target resources

e Email notifications, Authorizations, Reporting
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HR Migration Process

1. Keep old IdM business logic

2. Link new HR accounts to identities

3. Check and report that everything correlated OK
2. Change IdM business logic for new HR

5. Check resources data, make simulations

6. Unlink old HR

CHANGES
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SuccessFactors Connector and API

e Forked from Rakkau
https://github.com/rakkau/midpoint-ssff-
connector

e SuccessFactors (SF) is a cloud platform
e APl is Odata REST/Json

e The good news end here...

e APl is very complex with multiple entities that
need to be queried and joined together

e Even authentication to API is difficult -
combining SAML, OAuth and session tokens.

e Each customer can customize SF
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SAP SuccessFactors OAuth2-based OData APl requests

3rd-party middleware, test clients, or custom code

1 26« oAuth access token
from SAP
SuccessFactors oAuth
client.

Get SAML assertion

SAP SuccessFactors

: Call the OData API
using the access loken
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(*) Option A only for testing in nonproductive
environments without customer data

(+) if your 3™ party IdP supporls generating a
compliant SAML assertion
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https://github.com/rakkau/midpoint-ssff-connector

Proprietary Connector

e Rakkau connector reads User entity

e FEG needed to synchronize contracts (EmpJob entity)

e “ldeal connector does not contain any business logic”

e We had to implement a lot of proprietary business logic to
the connector
e Special query for future contracts

e Dealing with recycling of contract ids... prioritize future
contracts over disabled current

e Query additional SF entities

e Update certain attributes in SF (username, email)

/EmpJob?
$format=json&paging=snapshot8customPageSize=500&orderby=sta
rtDate&$select=emplStatusNav/localeLabel,customString1Nav/extern
alCode,customStringTNav/name,departmentNav/externalCode,depart
mentNav/name,divisionNav/name,divisionNav/externalCode,locationN
av/locationGroupFIxNav/externalCode,locationNav/addressNavDEFLT/
address1,locationNav/addressNavDEFLT/address2,locationNav/addres
sNavDEFLT/city,locationNav/addressNavDEFLT/zipCode,locationNav/a
ddressNavDEFLT/country,eventNav/localeLabel,eventReason,company
Nav/name,businessUnitNav/name,costCenter,customString10,custom$S
tring12,customString17,customString 19Nav/customString2,customsStri
ng19Nav/startDate,customString3Nav/externalCode,userNav/isPrimar
yAssignment,userNav/username,userNav/status,employmentNav/pers
onldExternal,employmentNav/personNav/emailNav,employmentNav/
personNav/personalinfoNav/firstName,employmentNav/personNav/p
ersonallnfoNav/lastName,employmentNav/personNav/personallnfoNa
v/middleName,employmentNav/personNav/personallnfoNav/preferre
dName,employmentNav/personNav/phoneNav,employmentNav/isCo
ntingentWorker jobTitle locationNav/name,managerld,positionNav/cu
st_leadinglLevel,positionNav/externalName_en_GB,seqNumber,standar
dHours,startDate,endDate,userld,contractTypeNav/externalCode&$ex
pand=eventNav/picklistLabels,companyNav,businessUnitNav,contract
TypeNav,costCenterNav,customString19Nav,customString3Nav,emplo
ymentNav/personNav/emailNav,employmentNav/personNav/personal
InfoNav,employmentNav/personNav/phoneNav,locationNav/address
NavDEFLT, locationNav/locationGroupFIxNav,positionNav,divisionNav,c
ustomString Nav,dj':artmentNav,em plStatusNav,userNav

midPgint

& ami




Multiple Contracts in MidPoint

. . ) . Jan ‘.2) . + Enabled
e We use midpoint’s feature MultiAccounts Dsenes
& HR Identity

e Each job contract in HR is individual account to e

midPoint

e MidPoint links user to all contracts, however only y—T ) . . e
primary data are Used :::N‘:I:: @] .E. CNH AD ACCOUNT  default v @
D History -"'DE:' .

e SF Contract contains information whether it is pem 0 O va
primary contract (isPrimaryAssignment) O oegats 0§ @ e | E T e o

O Delegatedtome (BB >
e We found out that its not always 100% reliable SR |C 4 o=
O lﬁ jan€ eu ENTRAID AccountObjectClass ACCOUNT  default v @
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Performance

Performance of the SF API is not ideal

Getting single contract takes up to 1.5sec

e And we recycle authentication sessions

However — reading thousand of contracts lasts only
minutes

We look forward for midPoint 4.9 and Shadow caching!!!
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Conclusion

e HR migration within an existing IdM deployment is
different from integrating a new target system.

e The SuccessFactors APl is complex; if you require
contract data, you may need to add custom business
logic to the connector.

e MidPoint supports MultiAccounts.

e MidPoint 4.9 may improve performance due to Shadow
caching.

e (ChatGPT is not very good at generating images sometimes :-)
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Thank you for your attention

martin.lizner@ami.cz
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