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Regulations

● ISO 27001

● PCI-DSS

International
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European
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● NIST SP 800-53 
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ISO/IEC 27001:2022

● Technology standard

● Lists 93 concrete controls to be applied

● Risk-based

● Best practice (“voluntary” compliance)

● Referenced by other specs (NIS2, NIST CSF)

Information security, cybersecurity and privacy protection
Information security management systems
Requirements

International Organization for Standardization (ISO)



ISO/IEC 27001:2022

https://docs.evolveum.com/midpoint/compliance/iso27001/

docs.evolveum.com
 ↳ MidPoint

 ↳ Compliance
 ↳ ISO 27001

https://docs.evolveum.com/midpoint/compliance/iso27001/


ISO/IEC 27001:2022 Statement of Applicability (SoA)



NIS2

● EU legislation (to be applied by 18th October 2024)

● High-level requirements (not very technical)

● Directive  slow adoption→

● Variations in local legislation

Directive (EU) 2022/2555 ... on measures for a high common level of 
cybersecurity across the Union, …

European Parliament and the Council (EU)

https://ecs-org.eu/activities/nis2-directive-transposition-tracker/

https://ecs-org.eu/activities/nis2-directive-transposition-tracker/


Regulatory Compliance & midPoint

● Identity governance: superpower of midPoint

● Pre-configured for compliance (in progress)

policy rules, reports, dashboard, ...

● Documentation



Identity Governance

● Access control governance: Why does user have access?

reports, reviews, meta-data, ...

● Responsibility: Who is responsible for what?

owners, approvers, teams, roles, ...

● High-level policies (business oriented)

● Make sure we data and policies properly managed



Policy Rules for Governance

● Applications/roles without owners (“orphaned”)

● Understaffed roles/orgs

● Privileged roles/users

● Unclassified applications

● Suspicious objects (manual mark)



Compliance Dashboard

Color code: blue = info, green = compliant, orange = warning, red = non-compliant
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DEMO

Compliance Policy Rules
midPoint 4.10 (development)

Configuration:
https://github.com/Evolveum/midpoint-samples/tree/master/samples/compliance

https://github.com/Evolveum/midpoint-samples/tree/master/samples/compliance


Conclusion

● Cybersecurity regulations are widespread

● Identity governance is a crucial part of regulatory compliance

● MidPoint can help

● Ambition: make compliance easier out-of-the-box



MidPoint Community Meetup 2025

Thank you for your attention
Feel free to ask your questions now!


	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15

