
Latest Features in Connector Development

Matúš Macík, May 2025
Senior Identity Management Engineer



∞321

Agenda

● Introduction

● New Features

● Configuration Values Enumeration

● Configuration Discovery

● Native References

● Last Login Timestamp



Introduction

● ConnId Framework

● Provisioning Operation Abstraction

● Interfaces for System Integration

● New features fom ConnId 1.5.0.0 to ConnId 
1.6.0.0

● Spans the midPoint Versions 3.9 up to 4.9.3 
(1.6.0.0-RC1)



Configuration Values Enumeration

● Implementation in you “Configuration” class

● New field of the annotation “ConfigurationProperty “

● Enumerates valid values (array)

● “allowedValues” array of string

● Enum ValueListOpenness 

● “allowedValuesOpenness” {Open, Closed}

● Configuration Discovery @ConfigurationProperty(order = 2, allowedValues = { "389", "636" },
 allowedValuesOpenness = ValueListOpenness.OPEN)

public int getPort() {
    return port;
}

i

i



Configuration Discovery

● Discover configuration options at runtime

● Database table names, data delimiters, open ports, root 
DSE, paging options … 

● Minimal connector configuration

● Lists suggested configuration values

● Selected values are used to complete the 
configuration



Configuration Discovery #2

● DiscoverConfigurationOp interface used for 
implementation

● API requires implementation of two methods:

● testPartialConfiguration() method 

● Test minimal valid configuration (if no exception occurs, 
it means success)

● discoverConfiguration() 

● attempts to discover additional configuration properties, 
and returns a map of suggested values



Configuration Discovery #3



Configuration Discovery #4



Configuration Discovery #5

● Connector examples:

● LDAP/AD, MS Entra, CSV and others ...



Native References

● Referencing a coupled Object from another Object

● ConnectorObjectReference

● Referencing stand-alone objects or embedded ones

● Subject

● Receives the entitlement, usually an account

● Object

● Represents the entitlement, usually a group.



Native References #2



Native References Schema

● Define Reference attribute

● Type set to ‘ConnectorObjectReference’

● ‘ReferencedObjectClassName’ OC name of referenced 
object

● Unique ‘SubType’ string value identifying the reference

● ‘RoleInReference’, role of the current OC in this reference

● RoleInReference

● Subject (e.g. Account)

● Object (e.g. Group)

● Embedded Object class flag (if not stand-alone )



Native References - Read

● Use ‘AttributeBuilder’

● Same as any other ‘Connector Object’ attribute

● Attribute with proper name (as in schema)

● Value a set of ‘ConnectorObjectReference’ objects

● ConnectorObjectReference(BaseConnectorObjec
t value)

● ‘ConnectorObject’

● ‘ConnectorObjectIdentification’ (NULL object class is 
permitted)



Native References - Write

● Part of the Attribute set from the client

● Contains “ConnectorObjectReference” type 
object

● Should contain a BaseConnectorObject

● ObjectClass information

● Attributes (Unusually “Name.NAME”)

● Some times the Subject attribute is only 
operational

● An update of the Object has to be executed



Native References - Integrity

● Changes of Subject or Object might need to be 
reflected in the reference parameter values

● Referential integrity

● Deletions

● Updates

● Some systems handle this out of the box (DB’s, 
AD, LDAP)

● Consider both Subjects (members) and Objects 
(groups) 



Native References #3

● The capability can also be configured

● Connector examples:

● LDAP/AD and CSV i

i



Native References #4

Account

Group

Access



Native References #5



Native References #6



Last Login Timestamp

● Predefined Schema Attribute 
“LAST_LOGIN_DATE_NAME”

● Already present in ConnId for some time

● Support in MidPoint since 4.9.1

● Usually used to determine account Inactivity

org.identityconnectors.framework.common.objects.PredefinedAttributes.java



Last Login Timestamp #2

● Data Type “Long”

● Represents date-time in milliseconds

● MidPoint recognizes a new connector capability

● “lastLoginTimestamp” added as a shadow 
property (behavior/lastLoginTimestamp)

● Special ‘behavior’ configuration container used

<behavior>
    <lastLoginTimestamp>
        <fetchStrategy/>
    </lastLoginTimestamp>
</behavior>



Last Login Timestamp #3

● CSV File Connector

<shadow oid="f5147298-d46c-4f21-99ac-c431008b8a7d">
    <name>lyra</name>
    <resourceRef><!-- ABll --></resourceRef>
    <objectClass>ri:AccountObjectClass</objectClass>
    <primaryIdentifierValue>lyra</primaryIdentifierValue>
    <kind>unknown</kind>
    <intent>unknown</intent>
    <exists>true</exists>
    <attributes>
        <ri:name>lyra</ri:name>
    </attributes>
    <behavior>
        <lastLoginTimestamp>2025-04-15T14:50:11.747Z</lastLoginTimestamp>
    </behavior>
</shadow>



Last Login Timestamp #4

● Capability is also configurable

<capabilities>
    <configured>
        <cap:behavior>
            <cap:lastLoginTimestamp>
 <cap:attribute>ri:lastLogin</cap:attribute>
                <cap:format>yyyy-MM-dd'T'HH:mm:ss.SSSXXX</cap:format>
                <cap:ignoreAttribute>true</cap:ignoreAttribute>
            </cap:lastLoginTimestamp>
        </cap:behavior>
    </configured>
</capabilities>



Conclusion

● Evolveum Github

● Evolveum Docs: List of Identity Connectors

● Evolveum Docs: ConnId 1.x Connector 
Development Guide

● Any connector contributions are welcome :)



MidPoint Community Meetup 2025

Thank you for your attention
Feel free to ask your questions now!
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